
IOT Based Industrial Plant Safety Gas Leakage 
Detection System 

Ravi Kishore Kodali  
Department of ECE

National Institute of Technology, 
Warangal 

WARANGAL, INDIA 
ravikkodali@gmail.com 

Greeshma, R.N.V. 
Department of ECE

National Institute of Technology, 
Warangal

WARANGAL, INDIA 

Kusuma Priya Nimmanapalli 
Department of ECE

National Institute of Technology, 
Warangal

WARANGAL, INDIA 

Yatish Krishna Yogi Borra 
Department of ECE

National Institute of Technology, 
Andhra Pradesh 

TADEPALLEGUDEM, INDIA 

Abstract—Most of the fire-breakouts in industries are due to 
gas leaks. These cause dreadful damage to the equipment, human 
life leading to injuries, deaths, and environment. Currently 
available leakage detectors warn the people around using on-site 
alarms. So, this project proposes a leakage detector which sends 
the warning to the concerned people through SMS . This detector 
senses the presence of harmful gases particularly, LPG, Methane 
and Benzene. LPG and Methane gases catch fire easily resulting 
in blasts. Benzene is carcinogen effecting the health of workers, if 
inhaled in higher concentrations. Hence, detection of these gases 
is essential. This low cost project includes MQ6, MQ4 and 
MQ135 gas sensors which detect LPG, Methane and Benzene gas 
leaks respectively and uses ESP-32 as a Wi-Fi module. The 
concentration levels of the above mentioned gases are uploaded 
in the UBIDOTS cloud and the login details are included in the 
alert message so that the user can check, if needed. The prototype 
of the proposed system generates a sound alert using buzzer on 
detection of a dangerous leakage and sends an SMS to the 
concerned person using IFTTT web service. Different color 
LEDS are used to specify the gas leaked for example, RED LED 
indicates the presence of LPG. 
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I. INTRODUCTION 

The number of gas leaks that happen every year on 
industrial plants is obscure. The majority of these leakages, 
regardless of whether recognized, go unreported when they 
donot straightforwardly prompt tangible mishaps. 
Environmental Protection Agency (EPA) reports evaluate that 
in the United States alone, these plants discharge close to one 
billion cubic meters of methane (not taking some other gas into 
account). The majority of these misfortunes (around 80%) 
appear to originate from flawed compressors, valves, seals, and 
connectors .  

In 2012, around 2200 million metric tons of CO2 were 
inadvertently discharged from oil frameworks and other 
synthetic procedures vital for the creation of iron, bond, 
plastics and steel . It is assessed that around 800000  holes are 
examined every year on refineries, with in the vicinity of 200 
KM  having specifically brought about death toll, wounds, 
harmed hardware, or operational misfortunes [2]. To put it 
plainly, industrial gas leakages introduce a noteworthy 
challenge in the mission for protected, ecological cordial, and 

financially savvy plants. LPG and Natural gas comprise of 
mixture of gases like propane, butane and methane. These 
gases can catch fire and burst into flames effectively [5]. In the 
process of their production and transportation when a leak 
occurs, the leaked gases may prompt blast. The number of 
deaths due to the blast of gas barrels has been increases. So the 
spillage ought to be controlled to shield individuals from peril. 
Bhopal gas disaster is a case for mishaps because of gas 
leakage. Gas leakage recognition is not just vital yet controlling 
the spillage is also equally important [4]. 

LPG is the most commonly utilized gas in houses and 
enterprises. LPG breaks can happen, however once in a while, 
inside a home, business premises or in gas controlled vehicles. 
Spillage of this gas can be hazardous as it upgrades the danger 
of blast. An odorant, for example, ethane thiol is added to LPG, 
with the goal that its presence can be recognized effectively . In 
any case, a few people who have a less sense of smell will 
most likely be unable to depend upon this inalienable 
instrument. In such cases, a gas leakage detector ends up 
indispensable and shields individuals from the perils of gas 
leakage. Benzene is a known cancer-causing agent that is 
present in tracking back flow water in industries. It is also 
found in fuel, tobacco smoke and in concoction producing. As 
a known carcinogen, benzene exposures in the work 
environment are restricted by government controls under 
OSHA [3].  

In any case, some oil and gas production exercises are 
excluded from those gauges. The National Institute of 
Occupational Health and Safety worked with industry to gauge 
synthetic exposures of specialists who screen back flow liquid 
at well locales in Colorado and Wyoming. In several cases 
benzene exposures were observed to be above safe levels. 
Unconventional oil and flammable gas laborers could be 
exposed to perilous levels of benzene, putting their lives at a 
higher hazard for blood malignancies like leukemia. Hence, 
Benzene detection system is must. 

II. LITERATURE REVIEW

A. Gas leakage Detectors 
Traditional Gas leakage detection approaches fall under 

two categories:1) fixed instrumentation and 2) mobile sensing 
[2]. In fixed instrumentation, sensors are appended in regions 
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of associated with leakage (valves, compressors, and so on). 
These instruments normally require consistent power source 
and generate alerts in light of their inspected information. 
These cautions can be visual or capable of being heard, or can 
nourish specifically in a plant administration. Mobile sensor is
generally a hand-held device . The specialist needs to place this 
at the presumed leakage source and assess the readings. 
Estimated reports are transferred progressively either through a 
remote association or by coordinate correspondence between 
the specialist and other plant representatives. Both these 
strategies have their favorable circumstances and detriments,
but regularly, a hybrid arrangement of fixed and portable 
sensors is executed [2]. Specifically, a fixed sensor can 
persistently screen a region, rather than a laborer who tests a 
similar district for a couple of moments. As our proposed 
solution is static, we are interested in fixed sensors. A number 
of wireless safety devices for gas leakage detection are 
proposed [4]. It is designed for household safety applications. 
Most of them include the detection and transmission module, 
and the receiving module which detects the change of gas 
concentration using a special sensing circuit, checks if a change 
in concentration of gas(es) has exceeded a certain pre-
determined threshold and activates an audiovisual alarm and 
sends a signal to the receiver module which acts as a mobile 
alarm device to allow the mobility within the house premises 
[5].

B. Internet of Things 
The Internet of things is the internetworking of physical 

devices like vehicles, buildings, electronic or any general 
appliances and other connected devices embedded with 
sensors, network connectivity, actuators etc. which lets these 
devices to exchange data among themselves and perform any 
action as per requirement. It enables sensing and control from 
remote location. Hence, it creates a platform for integration of 
physical world with the network infrastructure leading to 
improved accuracy and efficiency with minimizing the time 
needed to carry out the process manually. The economic 
benefits are also huge and is penetrating into global market 
share. The connectivity goes beyond the machine-to-machine 
communications hence leads to not only connection of servers 
or hosts but also the devices leading to automation in almost 
every field.  

The applications of IoT encompasses almost every field. 
Few of them are listed as: 

1. Smart Home  

2. Smart Logistics  

3. Smart City  

4. Wearables  

5. Smart Supply chain  

6. Smart farming  

7. Intelligent Transportation System  

Each device in the network is identified by a unique 
address because of embedded computing system and can 
operate in that network infrastructure with the help of existing 

protocols and domains. As per the estimates by the experts, IoT 
will comprise of approximately 50 billion devices as part of 
some network infrastructure. 

With the expansion of network and increase in the number 
of devices being automated, there will be large amount of data 
generation from distinctive locations which needs quick 
processing and analysis to act upon it as per the scenario. IoT 
can be extended for application in manufacturing for process 
control and asset management. Intelligent Manufacturing will 
not only increase the throughput but will also optimize the real 
time production and supply chain. Lesser the human 
intervention and greater the automation will result into better 
accuracy and efficiency. IIoT term is often encountered in 
manufacturing industries which have incorporated IoT in 
production and manufacturing process. It can be picturized as 
industrial subset of IoT. It is estimated that the industries will 
be able to improve productivity by creating new business 
models and exploit analytics for faster data processing. As per 
the most recent estimate, the potential growth by implementing 
IIoT will generate huge amount of revenue approximately 12 
trillion by 2030.. There is a need to control as well redirect the 
data flow for the huge amount of data generated. Hence, it may 
pose a need for new routing algorithms and data mining 
capabilities to coordinate among the interconnected devices. 

The most important aspect to keep in mind while 
connecting things is the limited memory capability in-built in 
these devices or things. Hence, they must be loaded with 
lightweight operating system and use light-weight protocols 
which should be able to fulfil the demands made by 
interconnectivity. Connecting devices to the network and the 
data generated raises security concern for the limited capability 
IoT devices. The security issues from technical point of view 
are similar to that of traditional servers but due to constraints 
posed by the limited capability, it is difficult to install firewall 
or anti malware systems to protect these devices from 
unauthorized access. Recently in 2016, a distributed denial-of-
service attack by IoT connected devices took place which was 
powered by Mirai malware and it ended up taking down not 
only major websites but also few DNS providers. Hence, the 
security concerns need to be resolved for safe and secure co-
ordination and control between devices. 

III. SYSTEM OVERVIEW

Fig. 1 shows an overview of the proposed leakage detector. 
It consists of three sensors, a micro-controller, Buzzer, and an 
LED system. The gas leakage is detected by the sensors. Here, 
MQ-6 sensor is used for sensing LPG concentrations in air. 
Similarly MQ-4 sensor for Methane and MQ-135 sensor for 
Benzene. They can detect gas concentrations in the range of 
200 to 10000 ppm and has very fast response time [1]. The 
sensors output is an analog resistance. The change in analog 
resistance is converted to voltage through a signal conditioning 
circuit. This voltage is read by the micro-controller. An in-built 
12-bit ADC converts this analog voltage into digital form. The 
micro-controller measures this data and compares with 
threshold. If the measured concentration levels cross the safe 
levels, an SMS is sent to the concerned person through IFTTT 
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[6]. Simultaneously, Buzzer gets on to alert the workers about 
the leakage and LEDs will be made to glow to specify the gas 
which is currently leaking. 

Fig. 1. Block Diagram 

Fig. 2. Flow Chart

IV. DESIGN AND IMPLEMENTATION

A. ESP32 
ESP32 is a low cost, low power 2.4 GHz Wi-Fi and Blue- 

tooth integrated chip [9]. It has 34 GPIOpins that can be 
programmable, 2 12-bit Analog to Digital Converters resulting 
in 18 channels and 2 Digital to Analog Converters. As this 

project needs a controller with Wi- Fi capability and more 
number of analog pins, esp32 is selected. 

B. MQ Sensors 
For the detection of Liquid Petroleum Gas, Natural Gas, 
Benzene MQ6, MQ4 and MQ135 sensors are used 
respectively [11], [12] and [13]. These sensors are highly 
sensitive to these gases and have very less latency. But output 
of these sensors is analog resistance. In order to get 
concentration values in ppm, sensors should be properly 
calibrated using their sensitivity characteristics curves. The 
MQ sensors are quite compatible with esp32. 

C. IFTTT 
IFTTT is a free web-based service, used to create chains of 
simple conditional statements called applets [7]. It is a task 
automation platform for IOT and web services [8]. It consists 
of different services like SMS, E-Mail. Different applets are 
created using SMS service in order to send a warning message 
to the people concerned. 

D. UBIDOTS 
UBIDOTS is a cloud server which is used to share information 
of sensor data [10]. The concentration values of the detected 
gases are sent to the UBIDOTS server so that people related to 
the plant can just login and monitor these gases. 

E. FUNCTIONING  
Fig. .2 shows the flowchart of the proposed methodology. 
Sensors detect the presence of gases in the surroundings.MQ6 
sensor senses the mere presence of LPG, MQ4 sensor detects 
the methane gas and MQ135 sensor senses the presence of 
benzene in the atmosphere. These sensors output the value of 
the respective gas concentrations in PPM via their analog 
output pin after proper calibration. The ESP32 is programmed 
to read the concentration values of these gases and to display 
the same on the serial monitor. ESP32, primarily used as a 
Wi- Fi module is connected to the mobile hotspot. The coding 
is done in order to check if these values cross the threshold 
levels, this esp32 sends a HTTP GET request to the IFTTT 
web site and sends a high voltage (logic 1) to some of the 
output pins. Whenever IFTTT web-site receives a GET 
request, it checks the Key in the URL so that it identifies the 
user account. So, this key should be included in the coding 
part. In the IFTTT account, the key can be found in the maker 
settings as shown in Fig.3. Then, it identifies the event name 
in URL and maps to the respective applet. The applet is 
created in such a way that whenever a GET request is received 
an SMS is sent to the phone number. The phone number to 
which the message is sent to should be connected to the 
IFTTT web-site before-hand. The message to be sent is 
included in the applet .So, IFTTT runs that applet and sends 
the message to the person concerned. Fig. 4 shows the three 
different applets created for three different gases. But, IFTTT 
cannot send variable messages. In order to know the exact 
concentration values of the gases, the values are uploaded into 
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Fig. 3. Identification of Maker key 

Fig. 4. Applets for LPG, Methane and Benzene 

Fig. 5. MQ6 event is fired during LPG leakage 
 
 

the UBIDOTS cloud and the login details are included in the 
warning message. Hence, the user can login to the cloud and 
check the concentration levels, if needed. A Buzzer is 
connected to one of the GPIO pins of the ESP32, whenever  

ESP32 sends a high voltage to this pin, Buzzer gets activated. 
An system of three LEDS is connected to esp32 in such a way 
that respective LED is turned ON for the respective gas.

V. RESULTS AND CONCLUSIONS

Fig. 6. SMS notification sent to the phone through IFTTT during Methane 
leakage 

Fig. 7. SMS notification sent to the phone through IFTTT during Benzene 
leakage 
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Fig. 8. SMS notification sent to the phone through IFTTT during LPG leakage 

Fig. 9. Gas concentration values in UBIDOTS during no leakage 

Fig. 10. Gas concentration values in UBIDOTS during the leakage of gases 

Fig. 11. Experimental Setup

      

In our work, we proposed and implemented a wireless gas 
leakage detection system for industrial plants. In our system 
architecture, multiple sensors are placed around the region of 
interest in the plant.  An IFTTT based gas leakage detection  
system with an alerting message feature to the response team 
is presented. The Sensing System detects the leakage and 
Alerting system sends a warning message through IFTTT. A 
prototype of the gas leakage detection system has been 
developed and successfully tested with Methane, LPG and  
Benzene. The warning message is successfully sent to the 
mobile number with very less delay. The proposed leakage 
detection with warning message to the single user can be 
reached out to send calls/SMS to multiple people and can also 
be linked directly to the fire station as well. Future work
includes cleaning of the sensor data by averaging the collected 
data. Also, multiple sensing devices can be interfaced for 
various applications and can carry out signal processing. 
Though this work was done with industrial plants in mind, we 
feel that similar kind of approaches can be proposed in cities 
of the future, where a gas detection and confinement system 
can help in addressing the problems of leaks in gas pipelines, 
while preserving extensibility and usability, our framework 
has design simplicity.
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